CONG TY TNHH CANG CONG HOA XA HOI CHU NGHIA VIET NAM

CONG-TEN-NO QUOC TE CAI LAN Péc lap - Tw do - Hanh phiic
CAIl LAN INTERNATIONAL SOCIAL REPUBLIC OF VIETNAM
CONTAINER TERMINAL LLC Independence — Freedom - Happiness

Quang Ninh, ngay 29 thang 09 nam 2021
Quang Ninh, 29" September 2021

THU MOI CHAO GIA
V/v moi chao gia canh tranh goi thau: “Cung cap dich vu bao tri co s¢ ha tang CNTT”
Invitation to tender for “Supply IT Infrastructure Maintenance Services”

Cong ty TNHH Cang Cong-ten-no Quéc té Cai Lan t6 chic mua sim géi thau: “Cung cap
dich vu bao tri co s ha ting CNTT” theo hinh thirc chdo hang canh tranh.

Cai Lan International Container Terminal LLC shall organize competitive tender for the
package: “Supply IT Infrastructure Maintenance Services”.

Cong ty TNHH Cang Cong-ten-no Qufr)c‘ té Cai Lan kinh moi cac nha cung cap c6 ning lyc,
kinh nghiém cung cap tham gia chao gia géi thau trén (chi tiét theo Phu luc 1 dinh kém).

Cai Lan International Container Terminal LLC would like to invite qualified and experienced
suppliers to participate in bidding on this package (detailed information as attached Annex 1).

Hb so chao gia canh tranh bao gdm 01 bd hd so dugc niém phong kin theo quy dinh cta don
vi cung cap, bao gom:

Competitive bid document shall be sealed, including:
- Ban sao dang ky kinh doanh

Business Registration: 1 copy

- Ban bao gia dugc ky tén, dong dau

Signed and stamped quotation

- Hb so chting minh ning lyc cdng ty: Cac théng tin vé cong ty, san pham dich vu cung cép,
cac khach hang dang thuc hién quan tri, cac chirg chi quan tri h¢ thong lién quan:

+ Hé théng Network Cisco: Cisco Certified Network Professional (CCNP), Cisco Certified
Internetwork Expert (CCIE).

+ Hé thong tudng ltra Checkpoint: Checkpoint Certified Security Administration R80
(CCSA R80)

+ Hé thdng 40 héa VMWare: VCP Data Center

+ Quan tri hé thong Database Oracle: Database Administrator Certied Professional cap boi
Oracle

+ Quan tri hé théng Office 365: Microsoft Certified Solutions Associate Office 365;
Microsoft Certified Azure Administrator Associate.

+ Quan tri hé théng server HP: Hewlett Packard Enterprise ProLiant Server Foundation;
Hewlett Packard Enterprise Storage Foundation

Company’s capacity profile: overview of company, company’s services, company’s customer,
related system administration certifications:

+ Network Cisco system: Cisco Certified Network Professional (CCNP), Cisco Certified
Internetwork Expert (CCIE)



+ Checkpoint Firewall system: Checkpoint Certified Security Administration R80 (CCSA
R80)

+ VMWare virtualization system: VCP Data Center

+ Database Oracle Administration System: Database Administrator Certied Professional
issue by Oracle

+ Office 365 Administration System: Microsoft Certified Solutions Associate Office 365;
Microsoft Certified Azure Administrator Associate.

+ Server HP Administration System: Hewlett Packard Enterprise ProLiant Server
Foundation; Hewlett Packard Enterprise Storage Foundation

Thoi gian khao séat hé thdng bat budc tir ngdy 30/09/2021 dén ngay 06/10/2021
Mandatory system survey time from 30" September 2021 to 06" October 2021

Ho so chao gia cua nha cung cap duogc giri truc tiép hodc giri theo dudng buu dién chdm nhét
trugc ngay 09/10/2021 dén dia chi:

Bid documents shall be sent directly or by post to the following address before 09" October
2021:

Phong Ké toan

Cong ty TNHH Cang Cong-ten-no Qudc té Cai Lan

S6 1 duong Cai Lan, phuong Bai Chay, TP. Ha Long, tinh Quang Ninh
Ngudi lién hé: Mr. Tam/ 0965489292 hoic Ms. Huyén/ 0978081806
Accounting & Finance Department

Cai Lan International Container Terminal LLC

No. 1 Cai Lan Street, Bai Chay Ward, Halong City, Quang Ninh province
Contact: Mr. TAm/ 0965489292 or Ms. Huyén/ 0978081806

Tran trong cam on!
Sincerely thank you!



Phu luc I: PHAM VI, YEU CAU CUA GOl HANG HOA
Annex |I: SCOPE OF WORKS AND REQUIREMENTS
Muc 1. Pham vi cung cip
Section 1. Scope of works
a) Dich vu gidm sdt hé thong CICT 24x7/ 24x7 CICT system monitoring service

- Giam sat tinh sin sang cua cac thiét bi ndm trong co 6 ha ting cua t6 chirc. / Monitor the
availability of devices located within the CICT IT infrastructure.

- Giadm sat hiéu ning cua cac thiét bi nim trong co s& ha ting cua t6 chtrc. Vi du nhu gidm sat
cac hiéu nang cua thiét bi network: CPU, Memory, Port/Interface.../ Monitor the performance of
devices located within the CICT infrastructure. For example, monitor the performance of network
devices: CPU, Memory, Port/Interface...

- Giam sét tinh sin sang va hiéu ning cua cic ing dung cia to chtrc. Vi du: gidm sat website
cia to chirc, hé thdng Portal/ Monitor the availability and performance of your organization's
applications. For example, monitoring the organization's website, Portal system.

- Canh b&o cho can bd van hanh va quan tri khi xay ra cac sy ¢6 ddi véi co s ha tang va tng
dung 1 cach chinh xac va nhanh chéng. Vi du: khi CPU > 99% trong vong 15 pht lién hién thi
canh bao/ Alert operators and administrators when problems with infrastructure and applications
occur accurately and quickly. For example, when CPU > 99% within 15 minutes, a warning is
displayed.

- Thé hién cac thanh phan giam sat, sy c6 mot cach tuong minh, thuan tién khi can c¢6 cai nhin
tong quat vé hé thong/ Show the monitoring components, incidents clearly, convenient when it is
necessary to have an overview of the system.

- Cung cap cac bao cao cho can bd van hanh va quan tri mot cach linh hoat khi can céc sé liéu
dé tién hanh nang cdp hodc khic phuc su cb/ Provide reports to operators and administrators
flexibly when they need data to upgrade or troubleshoot.

b) Dich vu quéin tri va khic phuc sw cé may chil Server Administration and
Troubleshooting Service

- Xéc dinh nguyén nhan va khic phuc cac 16i vé hé diéu hanh/ Identify the cause and fix the
operating system errors.

- Xac dinh nguyén nhan va chi ra céc thiét bj phan ctng truc tric, dua ra yéu cau thay thé va
tién hanh thay thé khi co thiét bi can thiét/ Identify the cause and point out malfunctioning
hardware devices, issue replacement requests and carry out.

- X4c dinh nguyén nhan giy 16i do cac tac nhan bén ngoai, théng bao cho ca nhan cé trach
nhiém xur 1ly/ Determine the cause of the error caused by external factors, notify the responsible
person for handling.

¢) Dich vu quin tri va khic phuc sw cé Active Directoryl Active Directory
troubleshooting and administration services

- Thuc hién cac tac vu quan tri lién quan toi cac ddi tugng cua Active Directory/ Perform
administrative tasks related to Active Directory objects

+ Normal restore/ Authorized restore.
+ Kiém tra hoat dong hé théng Active Directory sau khi tién hanh khéi phuc va replicate. /
Check Active Directory system activity after performing recovery and replication.

d) Dich vu Qudin Iy hé théng Exchange online/ Microsoft Exchange online
management service

- Cung cép cac dich vu vé quan tri, van hanh, khéc phuc su ¢b cho hé théng Microsoft
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Exchange online:/ Provide management, operation and troubleshooting services for the MS
exchange online system:

+ Xtr Iy cac 16i véi mailbox/ Handling errors with mailboxes.

+ Xur ly cac 16i gtri/ nhan mail/ Handling errors sending/receiving mail.

+ X li 161 véi GAL/ Error handling with GAL.

+ X1t ly cac 16i lién quan t6i dong bo mail/ Handling errors related to mail synchronization.

e) Dich vu Qudn Iy hé thong do héa (VMware ESXi)/ VMware virtualization ESXi System
Management Service

- Cung Cép cac dich vu vé quan tri, van hanh, khéc phuc su ¢ cho hé théng a0 hoa VMWare.
Xt 1y cac truong hop 16i: khong khai dong duoc méy o, hét dung luong 6 cimg 4o, cac task bi
treo, mat két ndi, mat kha ning quay lai snapshot trudc do, .../ Provide management, operation,
and troubleshooting services for VMWare virtualization systems. Handling error cases: failed to
start the virtual machine, ran out of virtual hard drive space, suspended tasks, lost connection, lost
the ability to return to the previous snapshot, ...

f) Dich vu qudn tri va khdic phuc sw c6 hé thong lwu trii va sao lwu dit liéul Administration
and troubleshooting service of storage data and backup systems

- Quan Iy cac cong viéc lién quan dén sira chita cac 16i cho hé théng backup, 6 cimg may chua/
Manage tasks related to repairing errors for the backup system, server hard disks.

- Phat hién va xir 1y Kip thoi cac 16i phét sinh cho hé théng backup. Xt 1y cac su ¢ véi server
backup & murc OS, tra clru event log sau khi phat hién 15i. Phbi hop véi cac nhom quan tri hé théng
khac tap trung stra 16i sau khi phat hién/ Detect and handle errors on time arising for the backup
system. Troubleshoot problems with backup server at OS level, look up event log after detecting
error. Coordinate with other system administration groups to focus on fixing errors after detection.

- Phét hién va xtr 1y kip thoi cac 15i lién quan dén tu dia, phan cing server. Trong truong hop
xay ra hong hoc vé phan cimg s& hd tro khach hang trong viéc tim kiém nha cung Gmg; viéc ra quyét
dinh vé thay méi hay sira chita thiét bi do bén khach hang quyét dinh/ Detect and handle errors on
time related to hard disks and server hardware. In case of hardware failure, we will assist
customers in finding suppliers; The decision to replace or repair equipment is made by the
customer.

0) Dich vu qudn tri va khic phuc sw cé hé thong Antivirus/ Administration and
troubleshooting service of Antivirus system

- Chan doan hién twong va tim ra nguyén nhan cua cac su c6/ Diagnose the phenomenon and
find out the cause of the problems
+ Kiém tra lai cac thay doi vé cAu hinh cua hé théng/ Check the system configuration
changes
+ Kiém tra céc ban tin log trén cac thiét bi lién quan/ Check log messages on related devices
+ Kiém tra trang thai ctua hé théng Antivirus, trang thai viéc download cac ban definition,
nang cip hé thong va tinh trang cap nhat tdi cac may co két ndi véi hé thong Antivirus/ Check the
status of the Antivirus system, the status of the definition downloads, the system upgrade and the
update status of the computers connected to the Antivirus system.
- Ttr két qua chan doan, dua ra phuong 4n va thuc hién cong viée xtr Iy su c¢6/ From the
results of diagnosis, make plans and perform troubleshooting work
h) Dich vu vdn hanh va qudn tri hé théng mang LAN/ Operation and administration
service of LAN system

- Thyc hién cac cong viéc van hanh hé théng mang LAN hang ngay/ Perform daily LAN
operations
+ Kiém tra hé thong mang LAN dinh ky (hang ngay, hang gid, theo thoa thuan ...) theo cac
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bude dugc mo ta trong checklist/ Check the LAN system periodically (daily, hourly, by agreement
...) according to the steps described in the checklist.

+ Nhan cac canh béo tir hé thong giam sat hodc yéu cau tir khach hang/ Receive alerts from
monitoring systems or requests from customers

+ Thyc hién céc thay doi trén hé thong theo quy trinh da duoc dinh nghia/ Make changes to
the system according to a defined procedure

i) Dich vu vdn hanh va qudn tri h¢ théng mang WAN/ Operation and administration

service of WAN system

- Thuc hién c&c c6ng viéc van hanh hé thong mang WAN hang ngay/ Perform daily WAN
operations
- Kiém tra hé thong mang WAN dinh ky (hang ngay, hang gio, theo thoa thuén ...) theo cac
budc dugc mo ta trong checklist/ Check the WAN system periodically (daily, hourly, by agreement
...) according to the steps described in the checklist
+ Kiém tra tinh trang cac thiét bi: router, modem, converter/ Check the status of devices:
router, modem, converter
+ Kiém tra tinh trang cac dudng truyén/ Check the status of transmission lines
+ Kiém tra thong sb cua cac dudng truyén: bandwidth, delay/ Check the parameters of the
transmission lines: bandwidth, delay
- Nhan cac canh bao tir hé théng gidm sat hodc yéu cau tir khach hang/ Receive alerts from
monitoring system or request from customers
- Thuc hién céac thay ddi trén hé thong theo quy trinh dd dugc dinh nghia/ Make changes to
the system according to the defined process
j) Dich vu vin hanh va quin tri hé théong mang Wirelessl Operation and
administration service of Wireless system

- Thuc hién cac cong viéc van hanh hé théng mang Wireless hang ngay/ Perform daily
Wireless operations
- Kiém tra hé thong mang Wireless dinh ky (hang ngay, hang gio, theo thoa thuan ...) theo
cac budc dugc mo ta trong checklist/ Check the Wireless network periodically (daily, hourly, by
agreement ...) according to the steps described in the checklist
+ Kiém tra tinh trang cac thiét bi: Accesspoint, Wireless Controller, repeater/ Check the
status of devices: Accesspoint, Wireless Controller, repeater
+ Kiém tra 6 manh tin hiéu va ving phu song wireless/ Check signal strength and wireless
coverage
- Nhén céc canh bao tir hé thong gidm sat hodc yéu cau tir khach hang/ Receive alerts from
monitoring system or request from customers
- Thuc hién céc thay d6i trén hé théng theo quy trinh di dwoc dinh nghia/ Make changes to
the system according to the defined process
K) Dich vu vian hanh va qudn tri hé thong twong lival Operation and administration
service of Firewall system

- Thyc hién cac cong viéc van hanh hé thong tuong lira hang ngay/ Perform daily firewall

operations

+ Kiém tra hé théng tuong ltra dinh ky (hang ngay, hang gio, theo thoa thuan ...) theo cac
budéc dugc mod ta trong checklist/ Check the firewall system periodically (daily, hourly, by
agreement ...) according to the steps described in the checklist

+ Kiém tra tinh trang cac thiét bi/ Check status of devices

+ Kiém tra tinh trang policy/ Check policy status

+ Kiém tra log/ Check log



- Nhan céc canh bao tir hé théng giam sat hodc yéu cau tir khach hang/ Receive alerts from
monitoring system or request from customers

- Thuc hién cac thay doi trén hé théng theo quy trinh di dwoc dinh nghia/ Make changes to
the system according to a defined procedure

I) Danh sach cac thiét bi trong hé thong ha ting tai CICT/ List of 1T’s equipment

STT | Danh séch thiét bi hé thong / List of equipment

1 Hé théng Network / Network system

Switch Cisco 2960

Switch Cisco 3750X

Wireless Controller WLC Cisco 2504
Phone System C3925-CME-SRST/K9
Router Cisco 2911/k9

Sensa phone

AP Wifi Cisco AIR-CAP1552E-E-K9
AP Wifi Cisco AIR-APP1142N-E-K9
Switch Cisco IE3000

2 Hé thang Server, System / Server system

CICTEVA HP Storage Works HSV300
Server cictcbs

Server cictbumed

HP Storage Works

cictbumed

Cictesx1

Cictesx2

Cictesx3

Cictesx4

Cictesx5

cictfibreswl

cictfibresw?2

Access control Server Dell R510
Synology RS2416RP+

3 Security

Checkpoint Firewall

Symantec Endpoint Protection

4 Application

Backup Application
Office 365 Application




MSSQL 2008 R2
Oracle 119 database

m)Yéu cau SLA dich vu/ Request Service SLA

. . Service SLA
SU | e IE AUETEREL] s Hours Resolution time in Hours)
Level 1 Level 3
1 | Network WAN/LAN (Remote | LEV&I2 | (myiopy | TOMA
Support) (Onsite) Support) time
Xac dinh tinh trang
.| huhong/L3i/ From
Switch Cisco Identify 8:00 AM
2960 . to 5:00
failure/fault PM
condition 2 4 6 12
Cai dat moi/Cai gat | From
Switch Cisco | lai thiét bi mang/ | 8:00 AM
3750X Settings/Reset to 5:00
Network Devices PM 4 8 8 20
Wireless Cau hinh méi/ Cau
Controller hinh lai thiét b / t86050_£M
WLC Cisco | Settings/Reset PM'
2504 Netwqu Devices ’ 4 8 8 20
Yéu cau cai dat/cat
Router Cisco | huy két ndi thong t80'050_ é%M
2911/k9 thuong / Request PM '
settting/disconneqt 1 2 5 8
AP Wifi Yéu cau cai dat/cat
Cisco AIR- | hity két néi thong t86050- 6%'\/'
APP1142N- | thuong / Request PM-
E-K9 settting/disconnect 1 2 5 8
Yéu cau cai dat/cat | From
Switch Cisco | huy két ndi thong | 8:00 AM
IE3000 thuong / Request to 5:00
settting/disconnect | PM 1 2 5 8
AP Wifi Yéu cau cai dat/cat
Cisco AIR- | huy két n6i thong tso'os%%'v'
CAP1552E- | thuong / Request PM-
E-K9 settting/disconnect 1 2 5 8
. Total
2 | Voice IP Level 2 Level 1 Level 3 .
time
Phone Xac dinh tir~1h trang
System Hu hf”)ng/L()l / 8:00 AM
Identify to 5:00 2 4 6 12
€3925-CME- failure/fault PM
SRST/K9 .
condition
Cai dat méi/Cai dat
lai T%ng d(zli//c . t8:050_6%M 4 8 8 20
Settings/Reset CME POM '
server
o gee s 12~ | 8:00 AM
Cai dat may 10l 5. 1 2 5 8
bo / Setup IP Phone
PM
Chuyén d6i sé dién | 8:00 AM N 5 . 8
thoai ndi bo/ to 5:00




Change IP Phone PM
number
oo o oiney | 200 A
ot nght UF P to 5:00 1 2 5 8
/ Support
PM
conference phone
HO tro truyén hinh
N 8:00 AM
hoi nghi / Support | 1 2 5 8
video conference
PM
call
Level 2 Total
System Level 1 (Onsite) Level 3 -
CICTEVA | cai dat moi/Cai dat | 8:00 AM
HP Storage ) . .
lai / Setting / to 5:00
Works Configuration PM
HSV300 g 9 4 8 8 20
Bflckup/Chuyen dir 8:00 AM
Server liéu/ ,
) to 5:00
cictcbs Backup/tranfer PM
data ] 4 8 8 20
Stra chira/To1 vu
hoa/Bao tri/Cap
Server nhat cac ban va / 8:00 AM
cictbumed Reparing / to 5:00
Optimization / PM
Maintenance /
Update patches 2 4 6 12
HP Storage | Ciru dit liéu / 8:00 AM
Works Recovery data o 5:00
PM 8 16 12 36
Kich hoat moi/Gia
han/Nang cap Ban .
Connectto | quyén HPH / 8'09 AM
. . to 5:00
cictbumed Active / Re-new / PM
Upgrade Operating
system license 2 4 6 12
Thém/stra/Xo0a VM
Cictesx1 / Add/Edit/Delete
VM
Thém/stra/x0a LUN
Cictesx?2 / Add/Edit/Delete
LUM
Cép phat/ Thu hoi/
Stra doi tai nguyén
Cictesx3 ao hoa/ Allocate/ | 8:00 AM
Revoke/Modify to 5:00
virtualization PM
resources ‘
Cap phat/Thu hoi
tai nguyén luu trir
cho server /
Cictesx4 Allocating /
Revoking storage
resources for the
server 2 4 6 12




Cictesxb

cictfibreswl 2 4 6 12
cictfibresw?2 2 4 6 12
Access
control
Server Dell
R510 2 4 6 12
Synology
RS2416RP+ 2 4 6 12
Security Level 1 Level 2 Level 3 T_otal
time
Mo/Khoa cong dich | 8:00 AM
vu / Grant / Lock to 5:00 0.5 1 45 6
Checkpoint sCe’rwc; o e PM
Firewall b= | 8:00 AM
quan torbao mat 7= 4, 5.n 1 2 5 8
Request related
. . PM
security functions
Cgl d%t moi/Cal dat 8:00 AM
lai Phan mém / ,
to 5:00 1 2 5 8
Setup / Re-setup
t PM
Antivirus software
B?lo tri/Nang
R e
) to 5:00 1 2 5 8
Maintenance / PM
Upgrade / Patch
Endpoint Update / Remove
Protection | Kich hoat moi/Gia
han/‘AI\Ian};g‘Acap Par} 8:00 AM
duyen paan ment i 44 5.09 0.5 1 45 6
New Activation / PM
Renewal / Upgrade
Software License
Thém/stra/Xoa lich
.. | 8:00 AM
backup / Add / edit 0 5:00 05 1 45 6
/ Delete backup
PM
schedule
Application Level 1 Level 2 Level 3 T_otal
time
Xac dinh tinh trang
Backu Hu hong/Lbi / 8:00 AM
A "Cgtion dentify t0 5:00 1 2 5 8
PP failure/fault PM
condition
C{:ll de{[ mo;/Cal dat 8:00 AM
lai Phan mém / ,
to 5:00 1 2 5 8
Setup / Re-setup
PM
software
MSSQL Stra chira/THi wu
database hﬁe}iBe}o ;[)r}/CaP/ 8:00 AM
it tadaahie to 5:00 1 2 5 8
Repair / PM

Optimization /
Maintenance /




Update Patches

Sao luu, replication
/ Backup,
replication

8:00 AM
to 5:00
PM

0.5

4.5

Oracle
database

Cai dat mai/Cai dat
lai Phan mém /
Setup / Re-setup
software

8:00 AM
to 5:00
PM

Stra chira/Toi uu
hoa/Bao tri/Cap
nhéat cic ban va/
Repair /
Optimization /
Maintenance /
Update Patches

8:00 AM
to 5:00
PM

Kich hoat mé61/Gia
han/Nang cap Ban
quyén phan mém /
New Activation /
Renewal / Upgrade
Software License

8:00 AM
to 5:00
PM

0.5

4.5

Sao luu, replication
/ Backup,
replication

8:00 AM
to 5:00
PM

0.5

4.5

6 | Xirly swco ha

ting CNTT

Level 1

Level 2

Level 3

Total
time

Security

ESX Server

SAN

Firewall

Network
WAN/LAN

Xtr 1y céc su b k§
thudt [am gian doan
hoat dong san xuét
kinh doanh cua
CICT, lién gan dén
ha tang CNTT /
Handling technical
problems that
disrupt CICT's
production and
business activities,
related to IT
infrastructure
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Muc 2. Thoi gian thye hién hop dong va diéu kién thanh toan

Section 2. Execution time and payment terms
- Thoi gian thyc hién: 12 thang ké tir ngdy ky Hop dong.

Execution time: 12 months from the signing date of the contract.

- Diéu kién thanh toan: Bén mua thanh toan phi dich vu hang quy vao dau mdi quy trong vong

10 ngay sau khi nhan dugc Hba don gia tri gia tang hop 1€ va P& nghi thanh toan.

Payment terms: The buyer shall pay the quarterly service value at the the beginning of each
quarter within 10 days after receiving valid invoice and payment request.
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